HH@opmayuoHHAA namamka 048 o0yuarowuxca 0as
pasmewieHUR Ha oHuyUAANBHBIX UHMEPHem-pecypcax

C KaX/IbIM TOZIOM MOJIO/IE’KH B MHTEPHETE CTAHOBUTCS OOJIBINE, a MIKOJIbHUKU
OJIHU U3 CaMbIX aKTHUBHBIX MoJb30Baresiell Pynera. Mexay TeM, MOMHMO OTPOMHOTO
KOJINYECTBA BO3MOXKHOCTEH, WHTEPHET HeceT W IpobseMbl. DTa MaMATKA JOJIKHA
IOMOYb Tebe 6e3011aCHO HAXOAUTHCS B CETHU.

KomnvromepHuie supycwt

KomnvlomepHbslilt eupyc - 3T0 Pa3HOBHIHOCTh KOMIBIOTEPHBIX IIPOTPAMM,
OTJINYUTEIbHOU OCOOEHHOCTBHIO KOTOPOU SBJIAETCSA CIIOCOOHOCTh K Pa3MHOKeHUI0. B
JIONIOJIHEHWE K 3TOMY, BHDPYCHI MOTYT HOBPEAUTH WU IOJHOCTHIO YHUYTOXKUTH BCE
daitiiel ¥ gaHHBIE, TOAKOHTPOJBHBIE IIOJIBL30BATENI0, OT HWMEHH KOTOpOro ObLIa
3alylleHa 3apa)keHHas IIporpaMMa, a TakKe IOBPEIUTh WU JaXke YHUUTOXKUTH
OIEPAITMOHHYIO CHCTEMY CO BceMH (aiylamMu B I[eJIoM. B OOJIBIIMHCTBE CiIydaeB
pacIpoCcTpaHAITCA BUPYCHI Uepe3 UHTEPHET.

Memo0dubt 3awumst 0om 8ped0HOCHbIX NPO2PAMM.:

1. Hcmonp3yil coBpeMeHHbIe OllepalliOHHbIE CUCTEMBI, UMeIOIIe cephbe3HbI YPOBEHD
3aI[UTHI OT BPEOHOCHBIX IIPOTPaAMM;

2. ITlocrosHHO ycTaHaBiauBai mauyTu (IUpoBbIe 3aIUIaTKH, KOTOPblE aBTOMATUYECKHU
YCTaHABJIUBAIOTCA C IeJIbI0 JOPaOOTKU MPOrpaMMbl) U Jpyrue OOHOBJIEHUs CBOeU
omepaniiOHHOW cucreMbl. CKauymBail WX TOJIBKO ¢ OQUIMAJIBHOrO caiTa
paspaborunka OC. Ecim cylmecTByer peXUM aBTOMATHYECKOTO OOHOBJIEHWS,
BKJIIOUH €T0;

Pabotaii Ha cBOeM KOMIIBIOTEPE 10T IPaBaMU I10JIb30BaTeENsA, 4 HE A/IMUHHUCTPATOPA.
ITO He TMO3BOJUT OOJBIINHCTBY BPEAOHOCHBIX MPOTPAMM HHCTAJTUPOBAThCA Ha
TBOEM IIEPCOHATBHOM KOMIIBIOTEDE;

Vcrionb3yil aHTUBUPYCHBIE IPOTPAMMHBIE ITPOIYKTHI U3BECTHBIX MTPOU3BOJIUTENIEN,
C aBTOMaTUYECKUM OOHOBJIEHHEM 0a3;

Orpanuub pU3NIECKUU JOCTYI K KOMIIBIOTEPY /IJIs1 IOCTOPOHHUX JIUII;

Vcrionb3yil BHENIHHE HOCUTETU WHMDOPMAIIUH, TaKUe KakK (JIelKa, JUCK WiIn (aia
13 UHTEPHETA, TOJIPKO U3 IPOBEPEHHBIX UCTOUHUKOB;

He oTkpbIBail KOMIbIOTEPHBbIE (aMIbI, TOJyYEeHHbIE U3 HEHA/IEKHBIX UCTOUHUKOB.
Haxe Te ¢aiyibl, KOTOpble IIPUCIAJ TBOM 3HAKOMBIA. Jlydille yTOYHH y HETO,
OTIIPABJISJI JTU OH Tebe ux.

Cemu WI-FI

Wi-Fi - 5T0 He BUJ IlepeJlauyMl JIAaHHBIX, HE TEXHOJIOTHS, a BCErO JIUIIL OpeH/I,
Mapka. Eme B 1991 roay HuepIaHACKasi KOMIIaHUsA 3aperucrpupoBaia opess "WECA",
yTo obo3Havaso cioBocouetanne "Wireless Fidelity", koTopblli mepeBOAMTCS Kak
"6ecIpoBoO/IHAST TOUHOCTD .

Jlo Hamero BpeMeHH JIONUIA Apyras abOpeBuaTypa, KOTopas SIBJIsIETCS TaKOU JKe
TexHosorue. 9to abbpeBuarypa "Wi-Fi". Takoe HazBaHue ObLIO /JAHO ¢ HAMEKOM Ha
CTaH/IapT BbICIIEH 3BykoBoW TexHUKH Hi-Fi, 4To B mepeBozie o3HayaeT "BBICOKAs

"
TOYHOCTB'".




Jla, GecIUIaTHBIN WHTEPHET-IOCTYI B Kade, OTeNAX W adpPONOPTAX SBJISAETCS
OTJINYHOW BO3MOKHOCTBIO BBIXOZIa B MHTepHET. HOo MHOTHE 3KCHEePThl CUUTAIOT, UYTO
obmezoctynubie Wi-Fi cetu He ABJIAI0TCS 6€30MIaCHBIMU.

Cosemul no bezonacHocmu pabomut 8 obwedocmyntwvix cemsx Wi-fi:

1. He mepenaBaii cBowo juuyHyl0 uH@opManui yepe3 obmenocrynHble Wi-Fi ceru.
Paborasg B HUX, KejaTeJbHO HE BBOAUTH IMMAPOJIM JIOCTYIIA, JIOTHHBI U KaKHUE-TO
HOMEpa;

Vcnosb3yi 1 OOHOBJIAYW aHTUBUPYCHBIE TPOTPaMMBbl B OpaHaMayep. Tem caMbIM ThI
obe3ormacuIlrb cebs OT 3aKaUKU BUPyca Ha TBOE YCTPOUCTBO;

[Ipu ucnosnpzoBanuu Wi-Fi otwioun ¢ynknuioo "O6muilt goctyn k daiyiam u
npuHTepam'. JlaHHadg (QYHKIHUA 3aKphiTa IO YMOJIYAHUIO, OJHAKO HEKOTOpbIE
[I0JIb30BATEIN aKTUBUPYIOT ee /IJI y/I00CTBa UCIIOIb30BaHUA B paboTe MiIu yueoe;
He ucnonsayit nybamunasiii WI-FI 111 nepesiaum JTUYHBIX JAHHBIX, HAIpUMep IS
BBIX0/Ia B COIIMAJIbHBIE CETU WJIH B BJIEKTPOHHYIO IIOUTY;

Hcnonb3yil Tonbko 3amuiieHHoe coearHenue uepe3 HTTPS, a ue HTTP, T.e. npu
Habope Beb-aspeca BBou nMeHHO "https://";

B Mo6wmwibHOM TestedboHe oTkiaoun ¢yHknuioo Ilogkiawouyenue k- Wi-Fi
apromatuuecku'. He pomyckalli aBTOMAaTHUECKOTO IOAKIIOUEHUS YCTPOUCTBA K
cerssM Wi-Fi 6e3 TBoero coriacus.

Couua./lbnble cemu

ConuasibHble CeTH aKTUBHO BXOJIST B HAIILy JKU3Hb, MHOTHE JIIOJIH PabOTAIOT U
’KMBYT TaM IIOCTOSIHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLIHAP/] YEJIOBEK, UTO
ABJSIETCS OJHON ceAbMOH BcexX JKUTeJel IIaHeTbl. MHOrMe MOJIb30BaTeId He
IIOHHUMAIOT, YTO UH(OpMAaIKsA, pa3MelleHHas: UMH B COI[UAIbHBIX CETSIX, MOMKET OBITh
HalijleHa U HCIOJIb30BaHA KeM YTOAHO, B TOM YHCJIe He 00sA3aTeIbHO C OJiaruMu
HaMepEeHUsIMU.

OcHosHble cosembl no be3onacHocmu 8 COUUANMbHBIX cemsax.:

1. OrpaHuYb CIHCOK Apy3ei. Y Tebs B APY3bsAX HE JOKHO OBITH CIyYalHBIX U
HE3HAKOMBIX JIIO/IEH;

2. 3amuirai CBOIO YAaCTHYIO KU3Hb. He ykaswiBail maposiu, TesedOHbI, ajipeca, J1aTy
TBOETO POXKAEHUS U APYTyI0 JHUYHYI0 HHGOPMAIHUI. 3JI0YMBIIUIEHHUKA MOTYT
HCIOJIb30BaTh Jayke WHGOPMAIHUI0 O TOM, KaK Thl U TBOU POAUTENU ILJIAHUPYETE
MIPOBECTU KaHUKYJIBI;
3aluInai cBoIo pemnyTaIuio - IEPKH ee B YHCTOTE U 3a7jaBail cebe BOIIpoc: XoTes1 Obl
TBI, YTOOBI JPyTHE TIOJIb30BATEIN BUAEJH, YTO ThHI 3arpy:kaemb? Ilogymai, mpexae
YeM YTO-TO OIyOJIMKOBATh, HAIIUCATh U 3aTPy3UTh;

Ecii ThI TOBOPHIIIB C JIFOABMH, KOTOPBIX HE 3HAEIb, HE HCIIOJIb3YH CBOE PeaibHOe
UMs U JIPpYTYIO JIMUHYI0 WHGpOpPMAIU: UM, MECTO JKUTEJIbCTBA, MECTO y4eObl U
Ipoyee;

N3beraii pasmenienus ¢ororpaduii B IHTepHeTe, Irae ThI H300pa’keH Ha
MECTHOCTH, 110 KOTOPOU MOKHO OIIPEJIETUTH TBOE MECTOIIOJIOKEHHE;

[Ipun perucrpaniiu B COIMAJIBHON CETU HEOOXOAMMO HCIIOJIb30BaTh CJIOKHBIE
ITapOJIH, COCTOSIIHE U3 OYKB U ITU(P U ¢ KOJIMYEeCTBOM 3HAKOB He MeHee 8;

JIJ1s1 conuayibHOU CETH, TTOYTHI U JPYTUX CANTOB HEOOXOAUMO HUCIIOJIb30BaTh Pa3HbIE
naposu. Torza ecyiu TeOs1 B3JIOMAOT, TO 3JI0YMBIIIEHHUKHY MOJIyYaT AOCTYI TOJIBKO
K OZTHOMY MECTY, a He BO Bce cpasy.




JreKkmpoHHbLe OeHb2U

IdrekmpoHHble OeHb2U - 3TO OYeHb YAOOHBIM CIIOCO0 ILTIaTeXkel, OHAKO
CYIIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT IOJIyYUTh 9TH IEHbIHU.

SJIeKTpOHHbIe J€HbI' IIOABHUJINCH COBCEM HEAABHO WM MMEHHO H3-3a 3TOT'O BO
MHOTUX I'OCyAapCTBax A0 CUX IIOP HE IIPOIMKMCAaHO IIPO HUX B 3aKOHAX.

B Poccum xe oHM (QYHKIIMOHUPYIOT U O HUX Y?Ke ITPOIHMCAHO B 3aKOHE, TJIe UX
pa3AeAoT Ha HECKOJIbKO BU/IOB - aHOHUMHBIE U He aHOHUMHbIE. Pa3HuIla B TOM, 4TO
aHOHMMHBIE - 5TO Te, B KOTOPBIX paspellaeTrcsi HPOBOAUTh oIepanuu 0Oe3
UIeHTH(DUKAIINY T0JIb30BaTeNs, a B HEAHOHUMHbBIX HJIEHTH(UKAIUSA IT0JIb30BaTEIISA
ABJISIETCS 00s13aTEIbHOM.

Taxxke cieayeT pasjindaTh SJIEKTPOHHBIE (duUaTHble JeHbru (paBHBI
TOCY/IapCTBEHHBIM BJIIOTAaM) U 9JIEKTPOHHBIE HeduaTHble JeHbrd (HEe PpaBHBI
rOCy/IapCTBEHHBIM BAJIIOTAM).

OctosHble cosembl no 6e30nacHoil pabome ¢ 3I1eKMPOHHBIMU 0eHb2AMIL:

1. IlpuBsku K cueTy MOOWJIBHBIN TesleOH. ITO caMbIil y/IOOHBIA U OBICTPBIN CIIOCOO
BOCCTAHOBUTH JIOCTYH K cdeTy. [IpuBsA3aHHBIN TeseOH IMOMOKET, €C/IU 3a0y/enTb
CBOM ILJIaTeKHBIN IMapOJIb WJIN 3ai/Ielh HAa CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;
Hcnoss3y# ofHOpa3oBble maposiu. [locite mepexojia Ha yCHUJIEHHYIO aBTOPHU3AIHIO
Tebe y:ke He Oy/IeT yrpokaTh OIIaCHOCTh KPayKH HJIU IepexBaTa IJIaTesKHOTO IapoJis;
Bribepu citokHBIA Iaposib. [IpecTymHukaM OyAeT He HPOCTO yrafaTh CJIOMKHBIN
maposib. HaziesxHble IapoJiu - 3TO MapoJIk, KOTOPBIE COJIEPIKAT He MeHee 8 3HAKOB U
BKJIIOYAIOT B ce0s1 CTPOYHBIE M IIPOIUCHBIE OYKBBI, ITU(PHI B HECKOJIBKO CHMBOJIOB,
Takhe Kak 3HaK JoJulapa, (pyHTa, BOCKJIMIATENIPHBIM 3HAK W T.I. Hampumep,
$tRong!;;

4. He BBO/IM CBOM JIMYHBIE JAHHBIE HA CaliTaX, KOTOPHIM HE JIOBEPSIEIIIb.

Sﬂenmpouuaa nouyma

AAeKkMmpPoOHHAA NOUIMNA - 3TO TEXHOJIOTUA U MPEIOCTaB/IseMbIe €0 YCIYTH 10
IEPEChUIKE U TIOJIyYEHUIO 3JIEKTPOHHBIX COOOINEHWI, KOTOPBIE PAacCIPENesSIIOTCS B
KOMITBIOTEPHOU ceTh. OOBIYHO 3JIEKTPOHHBIA MOYTOBBIN AWK BBITJISAIUT CJIELYIOITUM
obpa3oM: WMS_IOJIb30BATENSI@UMS_JIoMeHa. Takke KpoMe IIepefadyud IIPOCTOrO
TEKCTa, UMEeEeTCsI BO3MOKHOCTb Iepe/iaBaTh (ausIbl.

OcHogHble cosembl no 6e3onacHoll pabome ¢ 3A1eKMPOHHOLU NOUMO1L:

1. Hazo BbIOpaTh NpaBUIBHBIN MOYTOBBIN cepBUC. B MHTEpHETe eCcTh OTPOMHBIN BHIOOD
OecCIUIaTHBIX IIOUTOBBIX CEPBHCOB, OTHAKO JIyUIIIe JIOBEPATH TEM, KOTO 3HAEIIb U KTO
IIEPBBII B PEUTHHTE;

He ykaspIBail B IWYHOU mOUTe JIMYHYI0 HHpopManuio. Hanpuwmep, jrydiiie BbIOpATh
"My3bIKIbHBIN_aHaT@" win "pok2013" BMecTo "Temai13";

Wcmonp3yil JIByXSTAlHYI0 aBTOPHU3ANHMI0. JTO KOTZA IIOMHMO MapoJyisAd HYKHO
BBOJIUTH KOJI, IPUCHhLIIaeMbIH 110 SMS;

BriOepu C/I03KHBIN Taposb. [y KaXKA0ro MOYTOBOTO AIIMKA JIOJKEH OBITh CBOU
Ha/IeXKHBIH, YCTOMYUBBIN K B3JIOMY apOJIb;

Ecim ecTb BO3BMOXKHOCTh HAaIlMCAaTh CAMOMY CBOM JIMYHBIA BOIIPOC, UCIOJIB3YU 3TY
BO3MOXKHOCTb;




6. Vcnonb3yil HECKOJIbKO IOYTOBBIX AMIMKOB. IlepBBIN 711 YacTHOU NEPEenucKu C
ajpecaTamMd, KOTOPBIM ThI JIOBEpseEllb. ITO 3JEKTPOHHBIA aZpec He Hazo
HCIIOJIb30BATh IPU PETUCTPAIlNU Ha popyMax U caiTax;

He oTkpbiBail haiyibl U JpPyTHUE BIIOKEHUS B MHUChbMax, JakKe €CJId OHU MPUIILINA OT
TBOMX Apy3ei. JIydllle yTOUHHU Y HUX, OTIIPABJISLIIN JIU OHU Tebe 3T (hatisIbl;

[Tocsie okoHuaHUA pabOTHI Ha IMOYTOBOM CEPBHUCE Ilepe/l 3aKPBITHEM BKJIAJKHU C
cai'ToM He 3a0y/ib Ha’kaTh Ha "'BeidTu".

KubepoyaruHz uau supmyaavHoe u3oesamenbCmaeo

KubepObyaaunz -  mpecieioBaHHE  COOOINIEHUAMH,  COAEpKaIlluMHU
OCKOpOJIEHUS, arpPeCcCUIo, 3alyTUBAaHUE; XYJIUTAHCTBO; COIMATIbHOE OOMKOTHPOBAHUE C
ITIOMOIIbIO PA3JINYHBIX HHTEPHET-CEPBUCOB.

OcHogHble cosembl no bopwvbe ¢ kubepbyaruHaoMm:

1. He Opocaiicsa B 60#. JIydmmuii crmoco0: MocoBeTOBaThCS KaK ce0s BECTU U, €CJTU HET
TOTO, K KOMYy MOKHO OOpaTHTbhCs, TO BHadajle YCIIOKOUThCA. Eciu Thl HauvyHEIb
OTBeYaTh OCKOPOJIEHUSAMH Ha OCKOPOJIEHHS, TO TOJIBKO ellle OOJIbIlle Pa30KiKellb
KOH(JIVKT;

Yupagsisii cBoeil kubeppemnyTranuei;

AHOHUMHOCTD B ceTH MHHMAas. CyIecTBYIOT CIOCOOBI BBISICHHTH, KTO CTOUT 3a
AaHOHUMHBIM aKKayHTOM;

He cTouT BecTu XyJHTaHCKUU 00Opa3 BUPTYaJIbHOU KuU3HU. VIHTEpHET pUKCHUpPYET
BCe TBOM JIEHICTBHSA U COXPaAHSET UX. YAAJIUTD UX Oy/IeT KpaliHe 3aTPYyAHUTEIbHO;
Cobu10/1211 CBOIO BUPTYJIBHYIO YE€CTh CMOJIONY;

WrHopupyil eguHUYHBIA HeraTuB. OmHOpPA30BblE OCKOPOUTEbHBIE COOOIIEHUS
JIy4qiie uirHopupoBath. OOBIYHO arpeccus mpekpariaeTcs Ha Ha4aJIbHOU CTa{UH;

ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOINEHUSIMU, B
COITUATIBHBIX CETAX €CTh BO3MOXKHOCTh OJIOKMPOBKU OTIIPAaBKH COOOINEHUN C
ompezieJIeHHBIX aJ[PECOB;

Ecnmu Tb1 cBuzmerenp KubepOysuimHra. TBowm JeHCTBUSA: BBICTYIIUTH IIPOTUB
IIpecje/oBaTesisA, IOKa3aTh €My, 4YTO €ro JeHCTBHUs OIIEHUBAIOTCS HEraTHBHO,
MOA/IEPKATh KEPTBY, KOTOPOH HYKHaA IICUXOJIOTHYECKas IOMOIb, COOOIIHUTH
B3POCJIBIM O (paKTe arpECCUBHOTO MTOBE/IEHUSA B CETH.

MoobuavHulit meaedoH

CoBpemeHHble cMapT(OHBI U IJIAHIIETHI COZEPKAT B cebe BIIOJIHE B3POCIIBIN
(pyHKIIMOHAJ, W Temepb OHM MOIYT KOHKYPHUPOBaTb CO CTAallMOHAPHBIMU
KoMmIbioTepaMu. OJTHAKO, CPE/ICTB 3AIUTHI JJ1 MOIOOHBIX YCTPOMCTB OKA OUYE€HDb MaJIO.
TecTupoBaHMe U MOUCK YA3BUMOCTEH B HUX HMPOUCXOJUT HE TaK UHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcsi 1 MOOMIbHBIX ITPUJIOKEHUH.

CoBpeMeHHble MOOWJIbHBIE Opay3ephl yKe MPAaKTUYECKU JOTHAIU HACTOJIbHBIE
aQHAJIOTH, OJTHAKO paciupeHue GyHKIHOHAIA BIEYET 32 co00i GOJIBIIYIO CJI0KHOCTD U
MEHBIIIYIO 3AIUIIEHHOCTb.

I[a)'[eKO HE BCE IPOU3BOAUTE/IM BbIIIYCKAIOT O6HOBJ'IeHI/IH, 3aKpbIBaromue
KPUTHYECKHE YASBHUMOCTHU IJId CBOUX YCTpOﬁCTB.

OcHogHble cosembl 015 6e30nacHOCMu MOOUALHO20 meﬂegb'ona:




Hudyero He sIBJsIETCA IMO-HACTOAIEMY OecIIaTHBIM. Byab ocTOpOskeH, Belb Korjaa
Tebe mpeasaraloT OecIUIaTHBIA KOHTEHT, B HEM MOTYT OBITH CKPBITHI KaKHE-TO
IJIATHBIE YCIIYTH;

Jymaii, mpexkze ueM oTnpaBuTh SMS, ¢oTo miu Buieo. Thl TOUYHO 3HAEIIb, T OHHU
OyAyT B KOHEYHOM UTOTE?

HeobxoauMo 0OHOBJIATH OIEPAIIIOHHYI0 CUCTEMY TBOETO CMapT(OHa;

Vcrionb3yil aHTUBUPYCHBIE IIPOTPAMMBI /IJ11 MOOMJIBHBIX TeIe(OHOB;

He 3arpy:kaii TNpPWIOXKEHUS OT HEWU3BECTHOTO WCTOYHHUKA, BEIb OHH MOTYT
CoZiEp>KaTh BPEAOHOCHOE IMTPOTPaMMHOE 00ecTieYeHE;

[Tocsie TOTO KaK ThI BBIMEIID C CAlTa, I/Ie BBOAWII JUUHYIO0 HHGOPMAIHUIO, 3al/TN B
HaCTPOHKHU Opaysepa U yjiaiau cookies;

[TeprosyecKky TPOBepPSH, KaKue IUIaTHbIE YCIYTH AaKTUBUPOBAHBI Ha TBOEM
HOMEDE;

JlaBaii cBOii HOMep MOOMJILHOTO Tesle)OHA TOJBKO JIFOAAM, KOTOPHIX Thl 3HAEIb U
KOMY JIOBEPSIEIIIb;

Bluetooth gosmkeH ObITH BHIKJIIOUEH, KOTJIa Thl UM He MOJb3yelnbesa. He 3abbiBait
WHOT/Ia IPOBEPSATH 3TO.

Online uzpwvt

CoBpeMeHHbIE OHAAUH-UZPBL - 3TO KPACOYHbIE, 3aXBATHIBAIOIIVIE PAa3BIC€UECHUS,
00beTMHSAIONINE COTHU THICAY YEJIOBEK I10 BceMy MUpPY. ITPOKM HCC/IeIyIOT JaHHBIA UM
MHUP, OOIIAIOTCSA APYT C JIPYTOM, BBITIOJHSIOT 3aJ[aHUsSA, CPAXKAIOTCS C MOHCTPAMHU U
MIOJIy4alOT ONBIT. 3a YJOBOJIBCTBHE OHU IUIATAT: IOKYHAIOT JIUCK, OIUIAYHUBAIOT
abOHEMEHT WJIU IMTPUOOPETAI0T KAKHUe-TO OIIHH.

Bce aTu cpeacTBa uayT Ha moAjAep:KaHWE U pAa3BUTHE UIPHI, A TAKXKe HA caMy
0e3011aCHOCTh: COBEPIIIEHCTBYIOTCS CUCTEMBI aBTOPU3ALINY, BBIITyCKAIOTCSA HOBBIE ITATYH
(rudpoBbIe 3aIUIaTKY J1J15 IPOTPaMM ), 3aKPBIBAIOTCS YA3BUMOCTH CEPBEPOB.

B l'IOIlO6HI>IX Urpax CTOHUT OIlaCcaTbCA HE CTOJIBKO CBOHX COII€EPHHKOB, CKOJIBKO
KpaXXH TBOEI'O I1apoJid, Ha KOTOPOM OCHOBaHa CHCTe€Ma aBTOpHU3allH OOJIBIITMHCTBA urp.

OcHosHble cosembl no be3onacHocmu meoe20 uzspoeoco akkayHma:

1. Ecim pgpyroit urpok BemeT cebs IUIOXO WM co37laeT Tebe HENPUATHOCTH,
3a0JIOKUPYH €ro B CIIUCKE UTPOKOB;
[Moxkasyiica agMUHUCTPATOpaM WUIrPhl HA IUIOXO€ IIOBEEHHE STOT0 WIPOKA,
’KeJIaTeJIbHO IIPUJIOKUTh KaKue-TO JI0Ka3aTeIbCTBA B BU/le CKPUHOB,
He ykazpiBaii 1n4yHyI0 HHPOPMAIUIO B IIpodaiijie UTrphl;
YBaxkall IpyTUX yYaCTHUKOB I10 UTPE;
He ycranaBiuBaii HeoduinaabHble IaTIYU U MOJbI;
Hcnosib3yil CJI03KHBIE U pa3Hble APOJIH;
Jla>xe BO BpeMs UTPBHI HE CTOUT OTKJIOUATh aHTUBUpYC. [loka ThI urpaemib, TBOU
KOMIIBIOTEP MOTYT 3aPa3UTh.

DuwUHZ UAU KPadCA AUUHBIX OAQHHbLLX

OOBIYHOH Kpakel JieHer U JJOKYMEHTOB CETO/IHSA y»Ke HUKOTO He YAUBUIID, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTHI 3JI0YMBIIIJIEHHUKN TEPEMECTUINCh B UHTEPHET, U
MIPO/OJIKAIOT 3aHUMAThCA ' JIIOOMMBIM " IEJIOM.

Tax mnosBUIach HOBasd yrposa: HWHTEPHET-MOIIE€HHUYECTBA HWJIN (l)I/IH_II/IHI‘,
IViIaBHad ILEJIb KOTOPOro COCTOUT B IIOJIYYE€HHHU KOH(l)I/I]_IeHI_II/Ia)IbHI)IX JaHHDBIX




II0JTb30BATeJIEN - JIOTUHOB U mapoJsieil. Ha anriuiickom si3bike phishing unraercs xak
¢ummnr (ot fishing - pei6Has 108151, password - TapoJb).

OcHogHble cosembl no 6opvbe ¢ PuwuHaom:

1. Cinenm 3a cBomM akkayHTOM. Ecyiim Thl mojio3peBaelllb, UTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HeOOXOAWMO 3a0J0KUPOBATh €e U COOOIIUTHh aIMUHHCTPATOpPaM
pecypca 06 3TOM KaK MO>KHO CKOpee;

Wcnonp3yii Oe3omacHble BebO-caiThl, B TOM YHCJIe, HWHTEPHET-MAara3uHoB U
IOV CKOBBIX CUCTEM;

Vcnonb3yH cioKHBIE U pa3Hble naposu. Takum o6pas3oM, ecyiu TeGs B3JIOMAIOT, TO
3JI0YMBIIIJIEHHUKU IIOJIyYaT JOCTYI TOJIBKO K OJHOMY TBOeMY NMPOGUIIIO B CETH, a HE
KO BCEM;

Ecim T1ebs B3OMasi, TO HEOOXOAUMO MPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX,
KOTOpBbIe 7100aBJIeHbI Y TeOA B JIPy3bAX, O TOM, UYTO TeOs B3JI0MaIN U, BO3MOXKHO, OT
TBOETO UMEHH OyZIET PacChLIaThCS CIIaM M CChUIKU HA (PUITUHTOBHIE CAUTHI;
YcranoBu HaziexkHbIH maposb (PIN) Ha MOOMIIBHBIHN TeedoH;

OTKJTII0YH COXpAHEHHUE MTAPOJIA B Opay3epe;

He oTkpsiBail ¢dailibl U Apyrue BIOXKEHUA B MHCbMaX, laKe €CJIM OHU NPUILIUA OT
TBOUX JIpy3ei. JIydiiie yTOUHH y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU paiiibl.

Iugposaa penymauyun

IMud¢gposan penymayusn - 3To HeraTUBHAA WIN MO3UTUBHAsA MH(oOpManusa B
cetn o Tebe. Kommpomerupymomas uHpopMalys, pasMelleHHas B HHTEPHETE, MOXKET
cepbe3HBIM 00pa30M OTPA3UTHCA HA TBOEH peasibHOM ku3HU. "lludpoBas penyranus' -
9TO TBOU UMUK, KOTOPBIU (popMupyeTcsa u3 nHGopmanuu o rebe B HHTEPHETE.

TBoe MecTO JKUTeJIbCTBa, yueObl, TBOe (PUHAHCOBOE IOJIOKEHHE, 0COOEHHOCTH
XapakKTepa M paccKasbl 0 OJIM3KUX - BCE 3TO HAKAIINBAETCSI B CETH.

MHorue TMOAPOCTKA JIETKOMBICJIEHHO OTHOCATCA K IyOJIUKAIUu JIMIHOM!
nHpopmanuu B lHTepHeTe, He MOHMMAas BO3MOXHBIX Hocje/cTBUi. Thl maxke He
CMOXKeIllb JlorafiaTbesd O TOM, 4uTo ¢dororpadusd, pa3MelleHHasd 5 JeT Hasaj, crajaa
IIPUYUHOM OTKa3a MPUHATH TeOs Ha paboTy.

KommeHTapuu, pa3menieHue TBoux (ororpaduiit u aApyrue JelCcTBUS MOTYT He
HMCUE3HYTh Jla’ke MOCJIE TOTO, KaK Thl UX YIAAJIHUINb. Thl He 3HAEllb, KTO COXPAHUJ BTy
nHGoOpManuioo, IoMajga JU OHA B IMOUCKOBBIE CHCTEMBl UM COXpPaHWIACh JIU OHA, a
IJIABHOE: YTO IMOAYMAIOT O Tebe OKpY»KaloIue JIIOJU, KOTOPble HAWUAYT U YBUAAT 3TO.
Hatiti nHGOpMAaII0 MHOTO JIET CITYCTs CMOXKET 000 - KaK U3 T0OPBIX MTO0YKIEHUH,
TaK U ¢ HAMEPEHUEM IIPUUNHUTD BPeA. ITO MOKET OBITh KTO YTOJTHO.

OcHosHble cosembl no 3awjume yugdposotl penymayuul:

1. Ilomymaii, mpeskie 4yeM UTO-TO ITyOJITMKOBATh U IepefiaBaTh y cebs B Ojiore WM B
COITMAIbHOM CETH;

2. B Hacrpoiikax nmpodusisi yCTaHOBH OTPAaHUYEHHs] Ha MIPOCMOTP TBOEro Mpoduis U
€r0 COJIEPKIMOTO0, C/ieJIal ero TOJIBKO 'JIJIs Apy3ei';
He pasmemaii u He yka3piBail uHOpPMAIUIO, KOTOpas MOXKET KOro-Jnbo
OCKOPOJISITh UJIU OOMIKATh.




Aemopckoe npago

CoBpeMeHHbIe  IIIKOJBHUKM - AaKTHBHBIE  IIOJIb30BAaTEIU  HHU(PPOBOTO
npocrpaHcTtBa. OJHAKO JaJiekO He BCe B3HAKT, YTO II0Jb30BaHWE MHOTUMU
BO3MOXKHOCTSIMH II(PPOBOro MUpa TpebyeT cOOIIOAeHMs IpaB Ha MHTEIEKTYaIbHYIO
COOCTBEHHOCTb.

TepMmuH "uHmMearekMyarbHas cCO6CMEEHHOCMDb'' OTHOCUTCS K PA3IMUHBIM
TBOPEHHUSM YeJOBEYECKOr0 yMa, HaYWHas C HOBBIX H300peTeHUH U 3HAKOB,
0003HAYAIONUX COOCTBEHHOCTh Ha IPOAYKTHI W YCIYTHM, W 3aKaH4YWBas KHUTAMU,
dororpadpusmu, KuUHOPUIBMAMU U My3bIKaTbHBIMHU IIPOU3BEECHUSIMH.

ABTOpCKHE TpaBa - 5TO IIpaBa Ha WHTEJUIEKTyIbHYI0O COOCTBEHHOCTh Ha
MIpOU3BeJIEHUs HAyKU, JIUTepaTypbl M MCKYCCTBA. ABTOPCKHE IIpaBa BBICTYHAIOT B
KayecTBe TapaHTUM TOTO, UYTO WHTEJJIEKTYIbHBIN/TBOPUECKUH TPY/T aBTOpa He OyzeT
HAIPACHBIM, JIACT EMY CIIPaBe/JINBbIE BO3MOXKHOCTHU 3apab0OTaTh HA pe3yJIbTaTax CBOETO
TPYZa, MIOJIyIUTh U3BECTHOCTH U NMpu3HaHue. HUKTO 6e3 pa3perieHus aBTOpa HE MOKET
BOCIIPOM3BOJUTH €r0 MPOU3BeJleHNe, PaCHpPOCTPAHATh, MyOJUYHO JE€MOHCTPUPOBATH,
IpoJiaBaTh, HMIIOPTUPOBATh, IyCKaTh B  MPOKAT, IMyOJHUYHO  HCIOJIHATD,

IIOKa3bIBaTh/ MCIIOJHATH B 3UpPe WIN pazmeusams B VInTepHeTe.

Hcnonp3oBaHue "MUPaATCKOro" MPOTpaMMHOTO o0ecrieueHusl MOKET IIPUBECTU K
MHOTHUM PHCKaM: OT IOTEPH JAHHBIX K TBOMM aKKayHTaM /0 OJIOKHUPOBKU TBOETO
YCTPOMCTBA, I7ie yCTAHOBJIEHA HeJleraJbHast mporpaMMa. He cTouT Takske 3a0bIBaTh, 4YTO
CYILIECTBYIOT JIETAJIbHBIE U OeCIIaTHbIE ITPOTPAMMBI, KOTOPbIE MOKHO HAWTH B CETH.

O nopmaane

CereBUYOK.p( - TBOH IVIaBHBIN COBETUUK B CeTH. 371eCh Thl MOXKEIlb Y3HATh O
6e30MacHOCT B CEeTU IOHATHBIM U JIOCTYIIHBIM $3BIKOM, a IPH BO3HUKHOBEHUH
KPUTUYECKON CUTyallud OOpaTUTbCA 3a COBETOM. A TakKe IPUHATH ydacTHe B
KOHKYPCaX U CTaTh CAMbIM IM(PPOBBIM I'DaKAaHUHOM!




